Internet Banking - what keeps users away?
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people
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* Attack vectors
Phishing
Man-in-the-middle (MITM) attacks
Malware

* Solutions
One-time passwords
Transaction signatures
Endpoint assessment

* Summary
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Phishing
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CHASE S

Dear Customer,
We've noticed that you experienced trouble logging into Chase Online Banking

After three unsuccessful attempts to access your account, your Chase Online
Profile has been locked This has been done to secure your accounts and to

protect your private mformation. Chase 15 committed to tnake sure that your

online transactions are secure.

To verify your account and identity please call our Account Maintenance
Department at (706) 247-7801 24 hours 7 days a week

Sincerely,
Chase
Orline Customer Service

Attacker Fake Website
www.nlcebank.com

{Local or ISP)

User

e

ar— X~ FrETar
Date: 2/9 11:19 AM

Motice/This ks an automated message
from Point Loma CU. Your ATM card has

been deactivated. To reactivate call

urgent at: 515-678-953% . From 500
12:4%9pm 2/8

DNS Server N: Vs (; Website

www.nicebank.com
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Two-factor authentication

* Applications
Log-on
Confirm financial transaction
Confirm addition of beneficiary bank account number

* Strengths
Compromised user credentials less valuable for attacker

Limit amount of time between collection and exploitation
steps of phishing attack

Break down the traditional economic model of phishing
attacks
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Token Algorithms

* Counter-based one-time passwords
Remain valid until used, or until next one is used
Lifetime controlled by end-user

* Time-based one-time passwords

Become invalid after predefined amount of time (time
window)

Lifetime controlled by server

* Challenge-based one-time passwords

Only a single one-time password is valid at any given
moment (no time window)

Lifetime controlled by server

* Qut-of-Band one-time passwords
Use of two separate networks working simultaneously
SMS / Phone / Emall
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OATH (Open Authentication) tokens

° OATH is a group of technology and industry Entrust
leaders gemalto
80+ members SanDisk &
Open and royalty-free specifications @ upek
Aim to reduce cost and complexity of deploying strong ‘/ e
authentication solutions eriSign
Aladdin

* Benefits 162
Standardization drives down cost =

Prevents “vendor lock-in”
Promotes broader vendor choice
Allows authentication to be deployed as a “network

of

HMOMICA MIMOLTA

utility” «»
Enables sharing / reuse of authentication device with MASCC
multiple web sites or applications B PortWise



Mutual Authentication tokens
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Client - token

Start the “token”, a
value X is displayed
along with response

Visual verification of
the response

Enter PIN
Enter challenge

The “User” response
Is shown

2. Challenge_usr X

v_—_—_—

Response_srv, Challenge _srv

'45.

10. Response_usr

v

3. Accept / Deny

!‘1

Server

w

Calculate the
response

4. Send response

and new challenge

11. Validate the
response

12. Accept or deny the

user
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Risk-based authentication

* Contextual — IP addresses, location, device
* Historical — user behavior, transaction patterns

* Benefits
Complements two-factor authentication
Improves usability

* Challenges
Insufficient, needs two-factor authentication
Limited transaction pool

Unfavourable ROI in early stages
False positives

* Emerging standards — Thraud, Ethoca
Sharing Transaction Fraud Data
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Man-in-the-middle attack

* Definition
Real-time interception and modification of information
interchanged between two entities without either entity
noticing

Uses phishing and/or spyware techniques
End-user }—{ MITM J—> E-banking
server

* Man-in-the-middle can be:

Local : spyware on end-user’s PC
Remote : phishing website




Local man-in-the-middle attack
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* “Man-in-the-browser” (MITB), “Local session riding”
* General procedure

End-user
“John”

1: “John”, “pswd”

Infect system with Banking Trojan
Hijack successfully authenticated session
Insert or modify fraudulent transactions

2:0TP

3: “Rs 500 to Bob”

/ 1: “John” , “pswd”
. 2:01P Bankin
™ Browser Troi g
3: “Rs 500 to Bob” JlEl
Qnd—user’s computer

1: “John” , “pswd”

Y

2: OTP

A\ 4

3: “Rs 5000 to Bill”

A 4

* Reported cases:
Win32.Grams (November 2004) - E-gold

Trojan.SilentBanker (January 2008) — 400 banks

E-banking
server
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Transaction signatures

* Transaction signatures provide transaction
authentication

Signature = cryptographic Message Authentication
Code

Signature is computed over financial transaction data

0243758 0243758 0243758 0243758
500.00 500.00 500.00 -
afchff100 afchff100 _
Enter Account no Enter Amount Generate Seal Transaction  Transaction signature
Signature with Signature stored in Audit Log for
I\ non-repudiation |

1 |
On the software token On Internet Banking
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Example: Trojan.SilentBanker

iti Online - Sign On - Windows Internet Explorer

g I:m https: fionline citibank.comfUS {150 signonfunameiMext . do?SYNC_TOKEN=43eede0Sbchaf V| 5;‘ | XK |

|Piv

G
w [

cifi Citibank Online - Sign ©n

E:} - @ i I.-_;‘#Eage - -.@-Tgolsv

citi

Sign On

Open an Account Find Citi Locations =

Banking Credit Cards  Lines &

@ Information not recognized.

Please check the information you entered and try again

If you're having trouble accessing your account. help is available:

= Forgot your Online User ID? Ask for a reminder.

= Forgot your Password? You can reset it

» Guessed wrong several times? Your access may be blocked. Click here to
» For further assistance. please call Customer Service at 1-800-374-9700

User ID
[12312312 |
Password

e

Search ¥

Loans

unblock it

Help  ContactUs Security  Privacy  Citicom

Sign on @

Investing Planning

Tools  He

File Favorites

Qo O ¥ |

Address I@ https: | fonline, g

Edit  Wiew

Contact Us Security Privs

Search = Help

Find Citi Locations =

Open an Account

Banking Credit Cards Lines & Loans Investing Planning Sign on

Sign On

(D In order to continue, please enter the information below to help us to verify your identity.

Date of Birth (mm/ddiyyyy):
[ 2 |

Social Security Number:

Mother's Maiden Name:

ATM, Check Card Information:
Card Number:

Card Expiration Date {mmiyyyh
| | 71

e
I | 5

| €

ol

@ javascriptink(https: {web, da-us. citibank, comfcgi-bin/citififportalfps/det al, do?BY_UseBYCookie=yesaEs)

0 Internet

19
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.VISA Advanced verification,

For security redsons pledse provide information requested below

Card Type |E~|-h -I

N N TFT T
Eupiration o1 =] s [2007 2]
VY2 |

ATMPIN |

F"l'ﬂ'lﬂll
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Feverse Connection

Femote Desktop{very fast)
YWyebcam Streaming(very fast)
Audio Streaming

Thumbnail viewer

Femote passwords

MSM Shiffer

Femote Shell

YWyeb-Site Blocking

Chat with server

Send fake messages

Advanced file manager

Zpping files&folders

Find files

Change remote screen resolution
Mouse manager

Information about remote computer
Cliphoard manager

IE options

Funning Frocess

senvice Manager

Keyboard Manager

Online keylogger

Offline keylogger

Fun Menu

Fedgistry manager

Invisible in Searching Files/Regedithfsconfig
Small Server (100kb)

Bronze Edition

This productis the improved version of Turkojan 3.0 and it has
some limitationsehbcam - audio streaming and msn sniffier
doesn'twork for this versian)

1 manth replacementwarranty if it gets dedected by any antivirus
724 anline support via e-mail

Suppots only Windows 98MS8MERTZ20000P

Realtime Soreen viewingicontralling is disahled)

Price : 995 (United State Dollar)

...c._-q:?..!' .rl‘

SILVER

Silver Edition
B 4 months (maximum 3 times) replacement warranty if it gets
dedected by any antivirus
B 724 anling supportvia e-mail and instant messengers
B Supports Qa/98MEMNTZ0000P ista
B Yigheoam streaming is avaliable with this version
B Rgaltime Screen viewinglcontrolling is disahled)
B rotifies changements on cliphoard and save them

Price : 179% (United State Dallan

Gold Edition

& months unlimited) or 8 monthsimaximum 3 times)
replacement warranty it it gets dedected by any antivirus dvau can
choose B months or 8 manths)

7124 online supportvia e-mailand instant messengers
Suppoars Windows S5MREMEMNTIZ000/20030FP Il 1sta
Femote Shell (Managing with Ms-Dos Commands)
Webcam - audio streaming and msn sniffer
Controlling remote camputer via keyboard and mouse
Motifies changements on cliphoard and save them

B Technical support after installing software

B Yiewing pictures without any downloadiThumbnail Yiewer)

Price : 249% {lUnited State Dollan
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EndPoint Security Assessment

* Examination of a every user device (e.g. laptop or PDA)
before it connects to internet banking

COMPARE

POLICY SCAN

Personal Firewall Inventory Device using

Compare device scan

Anti-Virus File Scan with access policy

Spyware Process Scan
Patches Registry Scan
OS Scan

:@: Allow, Patrtial
~ Pass or Decline

* Session Clean-Up

Remove ALL traces of access from the end-point on
completion of the session including Cookies, URL History,
Cached Pages, Registry Entries and Downloaded data/files
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About PortWise

* |dentity and Access Management for the Mobile
Enterprise

Comprehensive, Integrated and Secure Platform

®* 1500 Customers and over 15 Million Users

e-Commerce, Finance, Healthcare, Manufacturing,
Public Sector

* Dedicated 24 x 7 support for Indian customers

* Partnerships with Oracle, Sun, and Blackberry
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Banking, Finance, Insurance

YES / BANK

I
'JFMnrganEhase

| ExPERIENCE DuR EXPERTISE |
AM
Erik Penser

FOXDEOMJUISs[OX Eﬂ&[ri?:?lm!llﬂACIOHAL
CMAX . D

LI1-'E INSURANCE

HOUSING DEVELOPMENT FINANCE

CORPORATION LTD.

dnvestor

Y —
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One solution, several factors

Web-based OAIT-H
e | compliant
tokens

Transaction
Signing soft
tokens

Federated
authentication

PKI /
Challenge o
Response soft cetgtgg;%te

tokens authentication

Synchronized Directory
soft tokens Service
authentication

Third-party
Out-of-band . authentication
OTP over PortWise -RSA
SMS/email

SecurI_D,



Total Internet Banking Security
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PORTWISE

Access Point
monitors for disturbances
im the S5L connection and
forces re-authentication
when identified.

PORTWISE

Access Point
saves all session
information securely in
memory cookiss,

Fortiice
Administration Service,
Authentication Service,
and Paolicy Service.

Cn-ling
Banking Web
Sarvers




Innovative licensing

* Pay per user, not per token

User may be given multiple soft tokens at no additional
cost

* Concurrent user licensing
Pay only for the users who actively use online banking



Summary

* Sophistication of internet banking fraud schemes is
increasing
Phishing
MITM / MITB
Malware — Banking Trojans

* Retall banking solutions are converging to:
Software tokens with OTP and transaction signature

Hybrid solutions: >1 authentication method per end-user
* OTP over SMS for daily transactions
* Signing tokens for high-risk transactions

Endpoint security assessment

®* Choose a vendor that
Does not lock you in

Provides entire solution — from authentication to endpoint assessment
to abolishment



For more...

* Web: http://www.portwise.com
* Emaill: info@portwise.com, sales@portwise.com

Tejas Lagad
* Cell: +91 99229 39931
* Email: Tejas.Lagad@portwise.com







