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Agenda

• Attack vectors
� Phishing
� Man-in-the-middle (MITM) attacks
� Malware

• Solutions• Solutions
� One-time passwords
� Transaction signatures
� Endpoint assessment

• Summary
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Two-factor authentication

• Applications
� Log-on
� Confirm financial transaction
� Confirm addition of beneficiary bank account number

• Strengths
� Compromised user credentials less valuable for attacker
� Limit amount of time between collection and exploitation 

steps of phishing attack
� Break down the traditional economic model of phishing 

attacks
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Token form factors
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Token form factors
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Require training

Inconvenient to carry



Token Algorithms

• Counter-based one-time passwords
� Remain valid until used, or until next one is used
� Lifetime controlled by end-user

• Time-based one-time passwords
� Become invalid after predefined amount of time (time 

window)window)
� Lifetime controlled by server

• Challenge-based one-time passwords
� Only a single one-time password is valid at any given 

moment (no time window)
� Lifetime controlled by server

• Out-of-Band one-time passwords
� Use of two separate networks working simultaneously
� SMS / Phone / Email
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OATH (Open Authentication) tokens

• OATH is a group of technology and industry 
leaders

� 80+ members
� Open and royalty-free specifications
� Aim to reduce cost and complexity of deploying strong 

authentication solutions

• Benefits
� Standardization drives down cost
� Prevents “vendor lock-in” 
� Promotes broader vendor choice
� Allows authentication to be deployed as a “network 

utility”
� Enables sharing / reuse of authentication device with 

multiple web sites or applications



Mutual Authentication tokens

Server

2. Challenge_usr X1. Start the “token”, a 
value X is displayed 
along with response

3. Calculate the 
response 

Client - token

PIN

5. Response_srv, Challenge_srv

13. Accept / Deny

10. Response_usr

along with response

6. Visual verification of 
the response

7. Enter PIN

8. Enter challenge

9. The “User” response 
is shown

4. Send response 
and new challenge

11. Validate the 
response 

12. Accept or deny the 
user



Risk-based authentication

• Contextual – IP addresses, location, device
• Historical – user behavior, transaction patterns
• Benefits

� Complements two-factor authentication
� Improves usability� Improves usability

• Challenges
� Insufficient, needs two-factor authentication
� Limited transaction pool
� Unfavourable ROI in early stages
� False positives

• Emerging standards – Thraud, Ethoca
� Sharing Transaction Fraud Data
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MAN-IN-THE-MIDDLE
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• Definition
� Real-time interception and modification of information 

interchanged between two entities without either entity 
noticing

� Uses phishing and/or spyware techniques

Man-in-the-middle attack

• Man-in-the-middle can be:
� Local : spyware on end-user’s PC

� Remote : phishing website
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Local man-in-the-middle attack

• “Man-in-the-browser” (MITB), “Local session riding”
• General procedure

� Infect system with Banking Trojan
� Hijack successfully authenticated session
� Insert or modify fraudulent transactions

• Reported cases:
� Win32.Grams (November 2004) - E-gold
� Trojan.SilentBanker (January 2008) – 400 banks
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End-user’s computer 

2: OTPEnd-user 
“John”

E-banking 
server

Banking 
Trojan

1: “John”, “pswd”

Browser

1: “John” , “pswd” 1: “John” , “pswd”

2: OTP 2: OTP

3: “Rs 500 to Bob” 3: “Rs 500 to Bob” 3: “Rs 5000 to Bill”



Transaction signatures

• Transaction signatures provide transaction 
authentication

� Signature = cryptographic Message Authentication 
Code

� Signature is computed over financial transaction data� Signature is computed over financial transaction data
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Enter Account no

0243758

Enter Amount

0243758

500.00

Seal Transaction 
with Signature

0243758

500.00

afcbff100

Transaction signature
stored in Audit Log for 
non-repudiation

Generate 
Signature

0243758

500.00

afcbff100

On the software token On Internet  Banking
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MALWARE
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Example: Trojan.SilentBanker
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Example: Trojan.Sinowal
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EndPoint Security Assessment

• Examination of a every user device (e.g. laptop or PDA) 
before it connects to internet banking

POLICY

Personal Firewall

SCAN

Inventory Device using
File Scan

COMPARE

Compare device scan 
with access policy

• Session Clean-Up
� Remove ALL traces of access from the end-point on 

completion of the session including Cookies, URL History, 
Cached Pages, Registry Entries and Downloaded data/files

Personal Firewall
Anti-Virus
Spyware
Patches

File Scan
Process Scan
Registry Scan
OS Scan

with access policy

Allow, Partial 
Pass or Decline



About PortWise

• Identity and Access Management for the Mobile 
Enterprise

� Comprehensive, Integrated and Secure Platform

• 1500 Customers and over 15 Million Users
� e-Commerce, Finance, Healthcare, Manufacturing, 

Public Sector

• Dedicated 24 x 7 support for Indian customers

• Partnerships with Oracle, Sun, and Blackberry



Banking, Finance, Insurance



One solution, several factors

Challenge 
Response soft 

tokens

Transaction 
Signing soft 

tokens

Web-based 
tokens

OATH 
compliant 

tokens

Federated 
authentication

PKI / 
certificate 

based 
authentication

PortWise
Out-of-band 

OTP over 
SMS/email

Synchronized 
soft tokens

tokens authentication

Directory 
Service 

authentication

Third-party 
authentication

- RSA 
SecurID, 
Aladdin



Total Internet Banking Security
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Innovative licensing

• Pay per user, not per token
� User may be given multiple soft tokens at no additional 

cost

• Concurrent user licensing• Concurrent user licensing
� Pay only for the users who actively use online banking
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Summary

• Sophistication of internet banking fraud schemes is 
increasing 

� Phishing
� MITM / MITB
� Malware – Banking Trojans

• Retail banking solutions are converging to: 
� Software tokens with OTP and transaction signature� Software tokens with OTP and transaction signature
� Hybrid solutions: >1 authentication method per end-user

• OTP over SMS for daily transactions
• Signing tokens for high-risk transactions

� Endpoint security assessment

• Choose a vendor that
� Does not lock you in
� Provides entire solution – from authentication to endpoint assessment 

to abolishment
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For more…

• Web: http://www.portwise.com
• Email: info@portwise.com, sales@portwise.com

Tejas Lagad

• Cell: +91 99229 39931

• Email: Tejas.Lagad@portwise.com
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