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Important issues pertaining to information security in banks

1. I S should be headed by senior level executive independent of I.T. function

2. Commitment   at Board level and top management

3.  Ensure robust information security frame work

4. Security is not an event but a process...

5. No single security technology can provide an absolute assurance

6. Security by obscurity would not be a sufficient condition for ensuring security.

7. Password management
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8. Patch management process.

9.  Access control

10. Ongoing fraud risk assessment for of all employees

11. Outsourcing of processes

12. Security quotient

13. Implement security requirement during design stage

14. Personnel need to be up-to-date in information security.
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15. Adoption of information standards

16. Adoption of suitable data loss prevention and protection techniques

17. Automation of audit logs

18. On-going vulnerability assessment

19. Cyber attacks prevention

20. Robust disaster recovery and business continuity plans

21. Periodic customer education
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22. Providing reasonable level of security controls in the systems

23. Financial crimes and money laundering

24. Robust information systems audit and forensic audit

25. IT amendments Act 2008

26. Scenario analysis

27. Trade off between security, convenience and usability

28. Information security metrics.
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